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Who is behind Vulnerability-Lookup?

Ç
Vulnerability-Lookup1 is an Open Source project led by CIRCL.

It is co-funded by CIRCL and the European Union.

1https://www.vulnerability-lookup.org
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Origin and Challenges we aim to address

Origin:

• cve-search2 is an open-source tool initially developed in late 2012, focusing on

maintaining a local CVE database.

• cve-search is widely used as an internal tool.

Initial challenges:

• The design and scalability of cve-search are limited. Our operational public instance at

https://cve.circl.lu is reaching a hard limit of around 15,000 queries per second.

• Vulnerability sources have diversified, and the NVD CVE is no longer the sole source

of vulnerability information.

2https://github.com/cve-search/cve-search
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Vulnerability-Lookup high level architecture
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API correlation

$ curl -s https://vulnerability.circl.lu/api/vulnerability/last/csaf_redhat/10 | jq .[2].document.title

"Red Hat Security Advisory: Red Hat Ceph Storage 6.1 security and bug fix update"

$ curl -s https://vulnerability.circl.lu/api/vulnerability/last/csaf_redhat/10 | jq .[2].vulnerabilities[0].cve

"CVE-2021-4231"

• documented API (OpenAPI): https://vulnerability.circl.lu/api/

• paginated and search per sources

• search for CPE with vendor and product name
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Challenges and Considerations

• Volume of data: We handle a large volume of data and significant network

traffic—currently exceeding 962,000 security advisories.

• Monitoring of the feeders: is the feeder process finished or stuck? what is the last

update time for a specific source? How to get only new data?

• Flexibility: Managing the present while addressing past mistakes and ensuring a

future-ready architecture.

• Robustness: Validating data, even when entities fail to adhere to their own JSON

schema.

• Fast lookup: Correlating identifiers from diverse sources, even for unpublished advisories.

• Languages: Handling internationalization and displaying relevant information.
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So much standards
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Inconsistencies in the implementation of standards, errors, etc.

Some recent issues we have encountered:

• Date time, timezone, and response format §/gocsaf/csaf#588

• Encoding issues §/cve-search/vulnerability-lookup/issues#94

• Interval of update of the feeds ?

• Typographical errors in security advisories or “synonyms” for vendor names.

Standards are good but the implementation is another problem.

Overly strict standards often fail in implementation or are not convenient for users.
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Thank you for your attention

• Issues, new sources or ideas:

https://github.com/cve-search/vulnerability-lookup

• For support and questions, contact: info@circl.lu
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